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TCP/IP stack overhead
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Dataflow After Acceleration(same host)
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ebpf Background Knowledge

Loader & Verification Architecture

Process [ Process }
bpf() = e o sendmsg() recvmsg()
Syscall | | Syscall |

> W eBPF
v v

[ﬁ'eBPF Verifier [ Sock.ets ]
apRIoYee [ TCP/IP )
= Program [

- \ == Program Network Device ]
[ﬂeBPF JIT Compiler |

https://ebpf.io/what-is-ebpf/
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ebpf Background Knowledge

map [ ] [ ]
Process 1 Process 2

e Share collected user space
information T o T TSR CT T T

kernel space

BPF map
(K/V store)

e Accessed from eBPF
programs as well as from [ BPF program A
applications in user space

e Map type
P typ BPF program B
o HASHMAP BPF program C
O SOCKHASH: Hold socket as
value
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ebpf Background Knowledge

Prog type
® SOCK_OPS
> Set callbacks for TCP state changing

> Help functions: BPF_MAP_UPDATE_ELEM, BPF_SOCK_HASH_UPDATE

® SK_MSG

» Attach to a SOCKHASH map, capture the packets sent by a socket in
SOCKHASH map and determine its destination socket

» Help functions: BPF_MSG_REDIRECT_HASH
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Work Flow of Acceleration

® sock_ops pod 1 pod2
O Capture socket in specific states and — > envoy envoy
populate the maps A £ v
. Sk_msg socke:J sockellJ _sn::kel soiket soc:et soiket
O When socket send a msg, lookup peer ' ' I )
socket S ““‘*------.._.-.-_H_:‘:“f'::_r ------------ .

O Redirect
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Inbound Acceleration
Istio 1.10: PILOT_ENABLE_INBOUND PASSTHROUGH

local_ip: 127.0.0.6

local_port: 30001(random)

remote_ip: 10.0.0.2

remote_port: 8080(srvr_port)
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...... msgpemmeson=

>

BPF_MAP_TYPE_SOCKHASH

Weapr

127.0.0.6, 30001, 10.0.0.2, 2080

socket fd

10.0.0.2, 8080, 127.0.0.6, 30001

socket fd

Y

-] server app

—

local_ip: 10.0.0.2

local_port: 8080(srvr_port)

remote_ip: 127.0.0.6

remote_port: 30001 (random) |

— .



Outbound Acceleration

)

client app s0

—

local_ip: 10.0.0.53
local_port: 30002({random)
remote_ip: 10.1.0.2 (cluster ip)

remote_port: 80 (cluster port)

Istio-Meetup China

L1
=zzzzzzzziiizaniliSJ ez yonneciione=======23 sn[:l(el @ E@I=>

BPF_MAP_TYPE_SOCKHASH

10.0.0.3,20002, 10.1.0.2, 80

127.0.0.1, 15001, 10.0.0.3, 30002

socket fd

BPF_MAP_TYPE_HASH(proxy map)

10.0.0.3, 30002, 10.1.0.2, 30 127.0.0.1, 15001, 10.0.0.3, 30002

127.0.0.1, 15001, 10.0.0.3, 30002 10.0.0.3, 30002, 10.1.0.2, 80

local_ip: 127.0.01
local_port: 15001
remote_ip: 10.0.0.3
remote_port: 30002




Envoy to Envoy Acceleration(same host)

socket

D

envoy

N/

local_ip: 10.0.0.3

local_port: 30003(random)

remote_ip: 10.0.0.2 (pod ip)

remote_port: 8080
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BPF_MAP_TYPE_SOCKHASH

10.0.0.3,30003, 10.0.0.2, 2080 socket fd

10.0.0.2, 15006, 10.0.0.3, 30003 socket fd

WeBPF
BPF_MAP_TYPE_HASH(proxy map)

10.0.0.3,30003, 10.0.0.2, 080 10.0.0.2, 15006, 10.0.0.3, 30003

10.0.0.2, 15006, 10.0.0.3, 30003 10.0.0.3,30003, 10.0.0.2, 8080

B e =

local_ip: 10.0.0.2

local_port: 15006

remote_ip: 10.0.0.3

remote_port: 30003




DeMoyeBPF

eBPF Deploy&Update
E Tcpbypass . .
E Daemonset App1(Client) App2(Server) ISTIO Services
§ 3. Create Pod
e — N
: —1. Apply/Ugdate >
\ kubernetes )
! 4 A
3 4 Load/update eBPF Prog
; s | kernel
| Yost P
E €BPF can be applied or updated before/after App/Istio deployment
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Docker Registry

- eBPF byteCode
- €BPF loadscript




Performance Comparison

Refactored istio benchmarking tool

o Two pods run on the same node
Latency, target qps=1000

1 2 4 8 16 32 64 128

connections

w

o b = N how

Configurations
> mTLS enabled
o Number of Envoy workers: 2
o Response payload size: TKB

= Mo

P99 latency, milliseconds
o

Latency
> 11-17% improvement

m disable bypass(baseline)  menable bypass
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Summary

® eBPF functionality enabled with a DaemonSet pod
O eBPF program tracks connections from client to redirected Envoy (127.0.0.1)
and back (outbound)
O eBPF program also tracks connections from Envoy (127.0.0.6) to Pod IP
address and back (inbound)
O eBPF program also tracks connections from Envoy to Envoy(in the same
node) and back (envoy to envoy)

® \Works with Istio >=1.10
CNI agnostic and should work with all CNIs (wo/ eBPF)
® Latency: 11~17% improvement
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Thank you!
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